
Attorneys are starting to see the benefit of IT managed 
services. For example, a 2010 CompTIA study 

noted that six out of ten surveyed law firms expressed 
interest in managed services. (You can learn more about 
CompTIA and about this study in general in the sidebar 
on page 9.)

And according to a 2013 study by the International Legal 
Technology Association (ILTA), around 40 percent of all 
IT budgets in the legal industry have increased compared 
to the prior year. (Likewise, you can learn more about 
ILTA and about this study in general in the sidebar on 
page 4.)

So why does this matter? Because the legal industry is 
huge. 

According to the US Census, the 191,000+ establishments 
offering legal services in the United States generated $240 
billion in revenue in 2007. The industry has only grown 
larger since then and it’s overflowing with opportunity.

Lawyers don’t have time to worry about technology and 
they have very specific requirements when it comes to 
software, hardware, and uptime, so MSPs who know 
how to handle these specific needs can really benefit by 
wading in.

In this guide, we’ll discuss the nuances of the legal 
industry, explore their specific technology requirements, 
and take a look at how you can branch into this billion 
dollar industry. 

The Legal Industry v.  
Technology
How managed service providers can settle  
the case once and for all
By Casey Morgan
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Simply put, people hire attorneys because navigating the 
legal system is difficult.

The intricacies of all those laws, codes, and regulations are 
often too much for the common person to understand, 
but in the legal world, ignorance is not bliss. And that’s 
where lawyers come in.

Laws are serious business and so the legal professionals 
who deal with them usually are too. They can’t risk 
losing a big case because an important email got deleted 
or because their VPN failed. They don’t have time to 
set up or troubleshoot their IT. Their reputations—and 
often their clients’ fates—rest on the their ability to build 
strong, effective cases, which means an attorney needs to 
be able to review and share every single shard of evidence, 
digital or otherwise, at a moment’s notice. 

And then there’s billing. When the time comes, they need 
records of all their disparate segments of work so they can 
be properly compensated for their efforts.

Attorneys can’t afford to be flexible when it comes to 
technology because the legal industry is built on very 
high standards. For example, courts in California have 
dozens of requirements for how individual documents 
should look and be maintained. Requirements include 
everything from formats for digital files all way to the 
types of containers in which physical documents should 
be stored. 

So if you’re going to branch into the legal industry, be 
prepared to live up to exacting standards. And it’s not just 
the documents. As we’ll see, attorneys have very specific 
software and other IT requirements. They need to be able 
to document every minute of work they do and they need 
to be able to work nearly anywhere at any time.  

It sounds intimidating, but with so many specialized 
needs comes a lot of opportunity.

Logic Force Consulting
Managed services fit neatly within the framework of the 
legal industry because while—as we’ve pointed out—
litigators don’t have time to fuss with their technology, 
their technology is still very important. 

As such, experienced MSPs who offer niche services 
to the legal industry are becoming more successful. 
LogicForce Consulting is the perfect example.

Having worked with the legal industry in the Tennessee 
area for eighteen years, you might call LogicForce an 
amicus curiae (friend of the court). Combining years 
of technology expertise with tireless efforts, LogicForce 
knows exactly how important it is to keep IT systems 
running all the time. 

Keith Whitaker and Jordan McQuown are just a few 
of the people behind LogicForce. Keith works as the 
business development manager and is responsible 
for everything from social media and marketing to 
developing relationships with clients. Jordan is the 
network services administrator and is responsible 
for delivering on the promises LogicForce makes by 
providing all of the services and products their clients 
expect. With a combined sixteen years of experience, the 
two handle client needs from start to finish in an industry 
with very particular expectations.

LogicForce Consulting
Since 1995, LogicForce has built 
a distinguished roster of clients, 
including attorneys, judges, 
government agencies, and law 
firm practices throughout the state 
of Tennessee and beyond. 

Headquartered in Nashville, the 
company serves firms throughout 
the U.S., offering various services 
including specialized digital/
computer forensics, ediscovery, 
document review, backup and 
disaster recovery, and various 
litigation support services, 
solutions, and expertise. 
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On a fundamental level, attorneys are in the business of 
creating documents. 

Everything they do depends on their ability to create, edit, 
transmit, and store documents within the context of the 
various laws and regulations to which they are beholden. 

Remember, these rules are serious. We’ve already 
mentioned the laws in California, and they aren’t alone. 
Each state, municipality, and court likely has its own 
laws, protocols, and best practices, not to mention the 
American Bar Association, whose Rules of Professional 
Conduct guides the expectations of pretty much everyone 
in the legal industry.

But these various regulations are only one piece of the 
puzzle when it comes to lawyers, documents, and IT. 

For attorneys, documents contain everything from 
evidence to client information to case information and 
so on. That means they need technology that empowers 

them to treat different types of documents appropriately 
and in ways that are often different from other industries. 

For example, when an attorney shares a document about 
a case or client with a rival attorney, that document can’t 
have any metadata that might reveal sensitive information 
about the client. By simply forgetting to scrub this meta-
data, a lawyer could lose a case or could even be accused 
of malpractice.

Just like your other clients, then, a lawyer’s IT needs fall 
into two camps, the data they create and the systems 
necessary to manage that data. It’s just the special and 
often intense requirements that set attorneys apart as 
potential customers. 

Let’s take a look as some of these special needs.
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International Legal  
Technology Association
On a basic level, the International 
Legal Technology Association  
(ITLA) is an organization 
devoted to maximizing the 
effectiveness of technology in the 
legal industry. Their statement of 
purpose reads as follows:

ILTA is the premier peer 
networking organization, 
providing information 
to members to maximize 
the value of technology 
in support of the legal 
profession.

ILTA produces information 
resources and networking 
opportunities to those who 
provide technology to the legal 
industry. ILTA has many free 
resources available to service 
providers hoping to learn more 
about the tech needs of the 
industry. 

We’ve used the 2013 Technology 
Survey in this ebook.

We’ve already emphasized the importance and volume of 
documents in the legal industry. 

Attorneys have tons of documents coming in and going 
out of their computer systems on a constant basis, and if 
there’s one thing for sure, it’s that they can’t part with any 
of it. 

According to Jordan,

[Attorneys] keep everything under the sun for all 
eternity. 

Keith agrees, noting that their clients never delete 
anything. 

They never know what might happen with a case. 
Even if they think a case has been put to bed, if 
something comes to light, they need to have access to 
that data.

In other words, not only do attorneys create a lot of 
data, but they also need to be able to access it 24/7, even 
on the road. With such heavy demand for information, 
downtime doesn’t cut it for those that need to get things 
done before the gavel falls.

Downtime is basically unacceptable. If we have 
downtime with any of our clients, then we’re in hot 
water. At the end of the day, attorneys expect their 
systems to be up and running at all times—no matter 
what.

Jordan agrees, also noting that if there’s an issue, your 
client will find it: 

[Attorneys] often work around the clock, so they’ll 
notice any type of issue at any time.

But there’s more. Attorneys also need to work on various 
devices, not just desktop or laptop computers. ILTA 
reports that 92 percent of law firms have some form of 
tablet device in use at their firm. Again, the data on these 
is very critical, especially when it’s related to a case. 

So making sure these devices are secure and backed up 
is another challenge, but as you no doubt know by now, 
mobile devices are essential business tools that should 
be treated with the same level of support as their more 
powerful counterparts. 
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As you’ve probably guessed by now, software management 
is a huge part of the legal industry’s IT needs. 

Certainly, infrastructure needs such as networking, 
hardware management, and so on are still important, but 
these functions are generally more in line with what you 
offer or other clients.

As Keith explains, there are plenty of things attorneys 
need, 

The technology needs in the legal industry are very 
unique. There are a number of software programs 
from a practice billing and time management 
standpoint that no other industries utilize.

Litigators need to keep track of everything from phone 
calls, to in-person meetings, to time spent doing research 
in order to get paid for all of the tasks they perform. As 
soon as a phone rings, the system needs to start recording 
the time spent talking and document which case the 
conversation is concerning. Everything needs to be 
organized and tracked. 

From strictly a document standpoint, it’s easy to see 
how lawyers need your help. At the same time, it’s also 
important to understand that there may be a little bit of 
a learning curve as you wade in. Don’t let that intimidate 
you, though. By simply taking the time to understand 
how attorneys handle documents, you’re taking a big step 
toward providing them with services.  

You’ll want to familiarize yourself with the wide variety of 
software used in the industry, including everything from 
specialized billing and account management all the way 
to content management and ediscovery. The following is a 
list of some of types of software that attorneys use:

• Customer record or relationship management (CRM)
• Marketing 
• Digital dictation including voice to text
• Ediscovery
• File tracking software for physical files
• Metadata checking and removal 
• Billing and accounting
• Time-entry software
• Workflow automation
• Business intelligence or financial analysis software
• Docketing (rule-based calendaring)
• Conflict-of-interest management
• Cost recovery management
• Conference room scheduling and management
• Knowledge management software (content 

management software)
• Experience management and tracking 
• Hardware/software auditing

Your job as an MSP would be to make sure all these 
solutions are easy to roll out, maintain, and use because as 
we’ve discussed, attorneys don’t have any time to waste.
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ILTA’s annual technology report states that 36 percent of 
legal-industry respondents said that email management 
was their biggest challenge. 

That’s over a third of respondents. Additionally, when 
asked what the biggest email issues were specifically, 
respondents said that mailbox size and managing large 
mailboxes (47 percent), and archiving, retention, and 
retrieval compliance (28 percent) were the biggest 
concerns (note that this was a multiple choice answer so 
totals don’t add up to 100). 

It’s no surprise that email is paramount for attorneys, so 
giving it plenty of attention is crucial. Especially, insuring 
backups of email servers might be one of the most critical 
elements in servicing these clients. This can be tough, 
however, when attorneys can have gigantic amounts of 
data.

According to Keith,

Attorneys never delete anything so the data 
explodes—we’ve got clients with ten or more GB 
email stores—it puts a big burden on an individual 

mailbox. Email is vital to attorneys so we’re getting 
more and more clients using Exchange backup 
solutions. Having that safeguard in place is crucial.

He also notes that solutions geared toward backing 
up and recovering Exchange servers are becoming 
increasingly more useful, especially when email is the 
blood that pumps through a law firm’s veins, 

If an email is accidentally deleted, it’s useful to have it 
stored inside an Exchange backup. The best Exchange 
backup solutions allow users to recover individual 
mailboxes and files, and can even allow users to search 
through a backup for individual words and phrases to 
find the exact email they need, without wasting a lot of 
time sifting around. 
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Backups are important enough that many courts expressly 
encourage attorneys to make them. 

Although there’s no specific law governing document 
creation and storage (outside of attorney/client privilege), 
there are certainly guidelines that attorneys are expected 
to follow and it’s essential that every crucial document 
be backed up, especially when there might only be one 
copy of court records. The California Trial Court Records 
Manual sums it up nicely in its section titled “Data 
Backup and Storage:

The electronic copy of a court record may be the 
only copy that exists. Therefore, preservation of 
that electronic information is critical. Storage of 
the primary copy of an electronic record should 
be reliable. Duplicate copies should be stored in 
different locations in case of a disaster. In addition 
to backup and storage, courts should ensure that all 
electronically stored data can be retrieved today and 
in the future. 

—California Trial Court Records Manual, section 
6.1.3.6.

Backups are important, but oftentimes backup and 
disaster recovery plans aren’t well documented for legal 
firms. According to ILTA, 43 percent of law firms stated 
that they do not have a documented disaster recovery or 
business continuity plan, which is something any good 
MSP can certainly change. 

As you know, any good DR plan starts with excellent 
backup images of every system (especially critical 
systems) and sometimes offsite replication for extra 

safeguards. Typically, local backups come first (61 
percent of law firms reportedly use this practice) with 
backups stored in an offsite repository providing a 
number of secondary recovery options, while also 
keeping crucial data safe from corruption, destruction, 
or loss.

ILTA reports that 72 percent of respondents automate 
replication of critical data and 78 percent use disk-to-disk 
technology for data recovery (i.e. backup to secondary 
hard drives for either long-term archiving or temporary 
staged backups until data is written to tape). 

Jordan explains that the approach to data backup and 
replication is usually different based on the client’s needs: 

We often transfer the encrypted data to an offsite 
facility using FTP. It just depends on the client. Some 
have local backups, some cloud. We have more and 
more that are looking at sending backups to the 
cloud, but right now it’s more of a hybrid.

In addition to backups, some law firms have redundancies 
in place that can help thwart downtime (which, you’ll 
recall, is unacceptable). For example, ILTA’s 2013 report 
stated that 79 percent of firms have redundant or backup 
Internet connections. Things like redundant Internet and 
power sources are useful considerations for a backup and 
disaster recovery plan geared towards clients in the legal 
industry. 
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A lot of the peculiarities of IT in the legal industry come 
from the clients and their rigorous expectations, but just as 
many come from external sources. 

Attorneys have to keep track of accounting information 
for tax purposes just like most businesses, and they also 
occasionally run into HIPAA compliance for cases that 
involve medical records, but the biggest thing governing 
their affairs are the American Bar Association’s Rules of 
Professional Conduct. Though lawyers and legal teams 
aren’t legally bound to these rules, they still serve as the 
model litigators in the U.S. are expected to follow. Two of 
the Rules of Professional Conduct affect data storage and 
information security. 

The first states that,

A lawyer shall make reasonable efforts to prevent 
the inadvertent or unauthorized disclosure of, or 
unauthorized access to, information relating to the 
representation of a client (rule 1.6, section C). 

This means any client data should be safe and secure—
even in the form of backups, which makes encryption a 
must. ILTA reports that only 34 percent of law firms don’t 
use encryption as a security measure.

The second rule states that,

…complete records of such account funds and 
other property shall be kept by the lawyer and 
shall be preserved for a period of [five years] after 
termination of the representation” (Rule 1.15, 
section A). 

This means that the information related to client accounts 
(especially compensation and payment information) must 
be stored for an extended period of time, which makes 

archival copies and cloud storage of backups extremely 
effective for clients in the legal industry. 

Not every attorney treats these rules the same way. 
HIPAA compliance, the Rules of Professional Conduct, 
and keeping files safe and secure are all important things, 
but attorneys don’t always worry about them. As Keith 
notes, 

At the end of the day, attorneys want to focus 
on working rather than all of the ins and outs of 
compliance.

Jordan agrees, adding,

My view is that we should maintain extra security, 
but it’s seldom mandated—it’s not that we don’t 
understand the importance of compliance and 
security. Despite the fact that it should be mandated, 
our clients sometimes don’t see it as that important.

Furthermore, 67 percent of law firms said they don’t 
have a security awareness training program for users. 
Security training is useful to both attorneys and MSPs 
because many security threats can be eliminated simply 
by avoiding them.  

Explaining to clients the importance of backups, security, 
and anything related to compliance might be your job, so 
be ready to illustrate just how important these things are 
to attorneys who aren’t sure they want to pay more money 
for services they might see as extraneous. It may seem 
weird to take on the responsibility for getting your clients 
to do their own jobs, but if you do, you’ll make yourself 
invaluable. 
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At this point, the legal industry may seem like more trouble 
than it’s worth, but if you can get your foot in the door, it 
can be incredibly rewarding. 

According to a CompTIA guide, more often than not, 
the attorneys that require services from MSPs are solo 
practitioners. Doing your research ahead of time will 
help you when you’re approaching these clients—it’s very 
helpful to be familiar with industry terminology and their 
various needs before you talk to them. 

Once you’re ready to approach some legal customers, 
however, you might wonder where to find them. 

Again, research from CompTIA  offers some advice. 
According to their research, an overwhelming number 
of law firms who currently use IT service providers 
(69%) found their provider through a recommendation 
of a colleague. This makes it seem like you have to 
already have legal clients to really break in, but that’s not 
necessarily the case.

For one thing, references don’t necessarily have to 
come from other lawyers. Many of your existing clients 
probably have legal counsel of some kind. Consider 
asking your clients to evangelize you. If you’re not 
comfortable being so direct, try working with your 
existing clients to create case studies, testimonials, and 
success stories that demonstrate your value. 

This kind of content allows you to mimic a reference by 
showing your success with other clients. And if you’ve 
done your research about the legal industry, you’ll be 
prepared to create stories that emphasize the kinds of 
features that lawyers need. 

You can also find legal clients at legal industry trade 
shows. Do some research on legal associations in your 
area and set up shop at an event to try to find some leads. 
Again, make sure you’ve boned up on the industry before 
you stick yourself in head first. 

Additionally—and this is old-school marketing 101—
you might even try canvassing. Crack open the Yellow 
Pages (figuratively) and send some people to the streets. 
Businesses can be strict about solicitors—especially 
attorneys—so use caution. It’s important to respect a 
company’s privacy, but it’s also important to keep yourself 
on your prospective lawyer’s good side. 

The best way in the door might be to bring them 
something nice, so consider sending your canvassers with 
thoughtful, useful gifts, along with pamphlets outlining 
the services you can offer them. It might seem like a dated 
method, but it does still work.

Also, consider talking to attorneys you already know. 
Most business owners need someone to help out when 
they need legal advice or support, meaning they’ve got an 
attorney they trust. Reaching out to your attorney on a 
personal basis might yield some leads or contact info for 
other attorneys that might need IT support and services. 
If nothing else, he or she might have some good advice. 

(Of course, it may cost you.)

CompTIA
CompTIA is a non-profit trade 
association that hopes to advance 
the IT world through their 
four main pillars: education, 
certification, advocacy, and 
philanthropy. 

Membership in CompTIA is 
open to any IT professional—
service providers, non-profits, 
consultants, etc.—and gets 
you access to resources that 
cover everything from business 
management to technology trends 
all the way to how to work with 
technology in specific industries. 

CompTIA also hosts regular 
events that help IT professionals 
improve nearly any aspect of their 
IT business. 

In this ebook, we’ve referenced 
two of their publications:

• IT Opportunities in the Legal 
Services Market

• Legal Services IT: The 
CompTIA 10-Week Guide to 
Legal Services IT
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Bear in mind that attorneys like to keep everything on the 
legal end nice and tight. 

This means they may ask that you sign a non-disclosure 
agreement or other similar document when you work 
with them. 

Also, if you’re hoping to use service agreements, make 
sure you can deliver on everything promised within 
the agreement. You can bet an attorney will pour over 
anything they sign with a fine-toothed comb, so make 
sure it’s airtight. You can bet they’ll hold you liable if 
the services you actually provide don’t line up with the 
services you promised. 

Since you’re working with attorneys, trading network 
support or other services for legal advice might be 
plausible in certain scenarios. It’s possible that an attorney 
would be willing to help you out with putting together 
your service agreements or some other need in exchange 
for something in IT kind. Of course, attorneys aren’t 
known for committing to “handshake agreements” so 
these types of service-for-service arrangements might 
bring about another series of papers to sign. 

When you’ve got some new clients, it’s useful to 
inventory everything they have, as we discussed in our 
ebook Making Disaster Recovery Easy. From there, 
you can decide what’s working, what isn’t, what needs 
to be changed, and how everything on the backup and 
disaster recovery end is going to work. The importance of 
backups, recovery options, and maximum uptime can’t be 
stressed enough. 
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We’ve laid out an awful lot of challenges for working with 
the legal industry and by now, you may be thinking, “wait, 
why should I do that?”

Before we answer that, think about the numbers we 
presented at the beginning of this ebook. 

There were 191,000 legal establishments that generated 
$240 billion in revenue in 2007. Sixty percent of those 
expressed interest in managed services and 40 percent 
have increased their marketing budgets.

In addition to that, consider these findings from 
CompTIA:

Among the law practices that primarily manage the 
IT function internally, 27% expect to rely more on an 
outsourced IT model over the next two years. Based 
on the total number of practices in the U.S., that 
could translate to approximately 47,500 more law 
firms seeking assistance from IT solution providers. 
Law practices expecting IT budgets to increase in 
2010 are even more likely to consider outsourcing 
(35%), so it’s not just those looking to cut costs. Two-
thirds of these legal professionals cite a need for more 
IT expertise, while others seek better service, cost 
savings or additional capabilities.

So why do these numbers matter? Because they represent 
a huge opportunity for you. Assuming you’re interested in 
growing your business and broadening your client base, 
the legal industry is a market that genuinely needs you. 

Will it require some extra work? Probably, but if you take 
your time and do it right, it will pay off. And remember, 
you’re not alone.

Groups like ILTA and CompTIA that can help you 
understand all of the legal industry’s unique technology 
needs. Once you’ve got a few clients on board, you’ll 
find it’s much easier to recruit others, and you’ll be wide 
open to accept work from people working in a very large, 
profitable industry. 
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