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THREE EXPERTS SHOW YOU WHAT 
YOU NEED TO KNOW



NATURALLY
Natural disasters make up a tiny 
percentage of disasters overall, but 
they still make up the lion’s share of 
the public and corporate discourse 
about disaster recovery.

We’ve sometimes suggested that 
keeping all the attention on the 
most destructive but  least-likely-
to-occur disasters may not always 
be the best idea. In this paper, 
however, we explore an exception. 

Serious natural disasters test the 
mettle of a plan, putting it through 
its paces from start to finish.

So planning for a natural disaster 
may be the best way to ensure 
a complete plan, even if it’s the 
disaster you’re least likely to face. 
And those who’ve lived through 
them can often give the most 
comprehensive advice.

To that end, two of the three case 
studies we’re sharing here deal with 
natural disasters.
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YOU NEED A PLAN

Joe, Teresa, and John have never met, but they have a lot in 
common. 

Each has used a backup and disaster recovery plan to 
recover from a disaster. And each of them is uniquely 
qualified to give advice about surviving a disaster.

What do we mean by “disaster”? Anything that disrupts 
your normal business operations.

Of course, headline-making natural disasters and 
major industrial accidents cause broad disruption of 
infrastructure and services. But they’re not very common. 
Only 5 to 9% of all disasters fall into this category for small 
to mid-sized business, according to the Aberdeen Group 
(see figure 1).

Much more likely to disrupt your business are disasters 
such as a hardware component failure on a critical server, 
data theft, a construction crew knocking out power to 
your office, or an employee accidentally deleting a critical 
document.

But whatever the disaster, whether it’s a natural catastrophe 
like Hurricane Katrina or the 2011 Joplin, Missouri 
tornado, or a more common event like a power outage or 
a mechanical failure, one lesson remains: recovery is faster 
for those who have a backup and disaster recovery plan.

As disaster survivors, Joe, Teresa, and John have seen 
the devastating impact of unplanned events on small 
businesses and communities. From their experiences, 
you can learn how to build a realistic backup and disaster 
recovery plan, how to test that plan, and how to recover as 
quickly as possible from a disaster.

Figure 1: What caused data loss in the last 12 months?

Disaster type Small 
business

Mid-sized 
business

Large 
business

Application 
failure

20% 33% 85%

Employee 
created

29% 24% 38%

Accidental 
data deletion

31% 28% 38%

Natural 
disaster

5% 9% 23%

Virus/malware 25% 20% 23%

Power outage 48% 46% 23%

Source: “Small vs. Large Enterprise Data Backup; Same Concept, Very Different Process.” Aberdeen Group, June 
2011. 4.
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ITDRC
The Information Technology 
Disaster Resource Center, Inc. 
is a 501(c)(3) non-profit public 
charity, established in 2009 to help 
communities and small businesses 
recover from IT disasters.

Based in Ft. Worth, Texas, the 
ITDRC deploys teams of IT experts 
from all over the U.S. to provide 
business continuity and disaster 
recovery services. Their mobile 
operations center is a 39-foot 
command bus and a 48-foot semi 
trailer filled with wireless, satellite 
and phone systems, generators, 
servers, printers, cables, routers, 
laptops, and workstations.

IT services and equipment 
are provided at no cost as a 
public service of the technology 
community, through a nationwide 
team of volunteer IT professionals 
and corporate sponsors. 

Visit www.itdrc.org for more 
information on disaster 
preparedness resources.

BEING REALISTIC

Over the past three years, Joe Hillis has helped dozens of 
small businesses and communities recover from more than 
seventeen natural disasters across the United States. 

As operations director for the Information Technology 
Disaster Resource Center (ITDRC), he’s seen first-hand 
what tornadoes, hurricanes, wildfires, and other ravages of 
nature can do.

Joe and his crew of technology experts usually arrive 
within 40 hours of a disaster in their mobile IT center. 
They offer free technical support, computer equipment, 
telephone, and other services to disaster victims. Though 
every disaster is different, at every site, they hear the same 
thing from the small business owners they’re trying to help:

I don’t know what I need to do.

The ITDRC has been providing mobile IT support to those 
devastated by disasters since 2009, but Joe has yet to meet 
a business owner who had a backup and disaster recovery 
plan in place:

Typically, the reason people don’t make disaster 
recovery plans is that they don’t have the bandwidth 
to do it. As the business owner, they’re already doing 
more than one job. Just remember, you didn’t build 
your business in one week and you’re likely not going 
to recover it fully in one week. Chances are, you didn’t 
build it by yourself and you’re not going to recover it 
by yourself.
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GET HELP

His advice is to get other people involved. 

There’s no reason you can’t say, “Your job is to manage 
my list of employees, vendors and suppliers, and 
update these two pages of our disaster recovery plan.”

A realistic plan begins with a business impact analysis. 

To develop a realistic backup and disaster recovery 
plan, you must understand the potential hazards that 
could affect your business, as well as your business 
processes and technology needs.

Ask yourself:

•	 What	processes,	components,	and	physical	and	human	
resources are required to run my business?

•	 What	is	the	likelihood	of	disaster,	both	natural	and	
otherwise, for my area?

•	 How	often	do	we	have	power	outages?
•	 How	frequently	does	heavy	rain	cause	flooding?
•	 What	other	risks	do	I	need	to	prepare	for?
•	 What	are	my	critical	IT	components?	(Email,	

accounting, contact management, online ordering 
system, servers, workstations, etc.?)

•	 How	long	could	I	do	without	each	IT	component?
•	 Do	I	have	an	alternative	site	where	I	could	access	my	

business data if something happens to my office?

Because backed-up data is a crucial part of every disaster 
recovery plan, you also need to consider how you’re 
backing up your data. According to Joe,

Backup methods and media have different longevity, 
storage requirements and other considerations. 

The ITDRC offers the guidelines shown in figure 2 for 
backup planning purposes and suggests considering the data 
restoration process when making a decision as well. It can 
take hours or even days to restore your data from backup 
tapes, while disk-based methods take only a few minutes.

Figure 2: Common backup media types

Backup Type Longevity Considerations

Paper 100+ years Storage

Tape 10–50 years Hardware/software compatibility, storage

CD/DVD 25–50 years (up to 300 years) Storage

Removable disk 
(USB/Flash Drive)

2–4 years Susceptible to loss/failure

Fixed disk (file share/
NAS/SAN)

3–7 years Not intended for long-term archive

Online/Cloud As long as the company lasts Internet connectivity required
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MAKE A REALITY CHECK

Once you’ve written your plan, make sure everyone in your 
organization knows about it. 

Then, review it regularly. A lot can change in six months, 
so ITDRC and Joe recommend you review your plan at 
least twice a year.

ITDRC offers this checklist to see if your IT disaster 
recovery plan is complete:

•	 Inventory	your	technology	hardware	and	software.
•	 Document	your	voice/telephone	service,	data	circuit/

Internet	service,	web	host/DNS	registrar,	and	email	
service information.

•	 Include	the	names	and	phone	numbers	of	each	of	your	
service providers.

•	 Include	your	account	numbers,	usernames,	and	
passwords for those services.

•	 Backup	your	critical	business	data	locally	and	to	an	off-
site location.

•	 Verify	and	test	your	restore	process	regularly.
•	 Document	all	of	your	essential	business	processes.
•	 Create	vendor/supplier	and	employee	contact	lists	and	

update them monthly.
•	 Identify	two	recovery	sites,	such	as	a	hotel,	a	vendor’s	

office, or even a relative’s home.
•	 Subscribe	to	a	severe	weather	alerting	system	via	text,	

smartphone, or email.
•	 Maintain	adequate	disaster	recovery	supplies	to	support	

a family for three days.
•	 Consider	VOIP	or	a	hosted	PBX	phone	service.
•	 Purchase	a	backup/satellite/mobile	Internet	service	plan.
•	 Review	your	insurance	policy	for	adequate	business	loss	

coverage of your data.
•	 Execute	service-level	agreements	with	key	service	

providers,	such	as	fuel,	fleet	services,	and	building	
repairs.
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GET TESTY

As a managed services provider, Teresa Bell, president of 
Citrus Networking Solutions Group, makes it her business to 
be prepared for disaster. 

Otherwise, how could she support her clients in Florida, 
the hurricane capitol of the U.S.? They depend on Citrus 
Networking Solutions for IT services rain or shine, 
and businesses in her state get plenty of damage from 
hurricanes,	tornadoes,	rain,	floods,	and	lightning	each	year.

But when disaster struck her own business in October 
2011, nature was not involved. It was a man-made, 
mechanical disaster. Two drives in her RAID array failed, 
with no warning other than a high-pitched whine from the 
server room. The equipment was only a year old. Suddenly, 
Teresa had no phone service, no email, no service tickets, 
and no data.

Fortunately, she did have a backup and disaster recovery 
plan in place. Full and incremental imaging backups 

were	part	of	the	plan,	as	well	as	24/7	support	from	her	
hardware manufacturer that included four-hour delivery 
of parts. Within three hours, Teresa had two brand-
new drives. By 8 a.m. the next day, Citrus Networking 
Solutions was back in business:

Take it from someone who practices what she 
preaches. Disaster can be moments away, even with 
new equipment!

Most of her clients are small businesses in rural Florida, 
so Teresa advises them to build “layers of protection” into 
their BDR plans. 

I’ll have a small business server backup going, then I’ll 
also use an imaging solution from a managed services 
provider, then off-site backup as well.

Citrus Networking Solutions recommends three layers of 
protection, plus battery backup.

CITRUS NETWORKING 
SOLUTIONS GROUP
Citrus Networking Solutions 
Group delivers IT services to small 
and mid-sized businesses in the 
western Florida counties of Citrus, 
Levy, Sumter, Hernando, Lake and 
Marion.

“Our clients particularly love us 
because we follow a philosophy of 
recommending and implementing 
only the technology you need, with 
an eye towards what you’ll need 
down the road,” says Teresa Bell, 
president and CEO.

CNSG specializes in preventative 
maintenance, software updates, 
and data backups to prevent 
downtime. They offer onsite, on 
call, and fixed-cost contract IT 
solutions that are customized to fit 
each business.

Nature Coast businesses unsure 
about their computer service 
needs can schedule a no cost, no 
obligation IT assessment at  
www.citrusnsg.com.
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ASK THE HARD QUESTIONS

Teresa suggests testing your plan with these questions:

•	 If	you’re	on	tape	backup,	when	was	the	last	time	you	
changed the tapes?

•	 If	you	have	external	hard	drives	for	backup,	when	was	
the last time you swapped them out?

•	 How	much	data	can	you	re-create	if	a	drive	is	lost?	Two	
days’ worth? A week’s worth?

•	 How	much	computing	time	can	you	afford	to	lose?	How	
much do you bill in one hour? In one day?

•	 When	was	the	last	time	you	tested	your	backups	to	see	
if they restore properly?

She continues by saying,

Business owners don’t understand that technology is 
what runs their businesses—until it’s too late. A good 
way to test your plan is to shut down one person’s 
computer and ask, “what if this was gone for a week?” 
Or, shut your server down for an hour and see what 
that does to your business. Then you’ll understand 
what a disaster could cost you.

Real-life tests like this can often be more effective than 
a simple thought experiment. It’s easy to overlook some 
of the implications of a disaster when you’re just walking 
through it in your head. By actually running a test, by 
really shutting things down, you can scare up holes in your 
plan that you might have never thought of.

The Federal Emergency Management Agency (FEMA) 
advocates a “tabletop exercise” quarterly and a full-scale 
exercise annually to test your BDR plan. “The Ultimate 
Guide to Business Continuity,” from CSOonline.com, lists 
these tips for an effective tabletop exercise:

•	 Decide	how	much	gloom	and	doom	you	want.
•	 Test	how	quickly	you	can	pull	together	key	players.
•	 Involve	everyone,	and	make	sure	each	person	has	a	role.
•	 Acknowledge	that	first-timers	may	be	nervous.
•	 Encourage	misinformation	to	better	simulate	reality.
•	 Take	the	lessons	with	you.



SNC SQUARED
Founded in 1998, SNC Squared 
Technology Group provides 
IT support and comprehensive 
managed services to small and mid-
sized businesses in Joplin, Missouri 
and the Four States Area (Kansas, 
Oklahoma, Missouri, and Arkansas).

SNC Squared helps customers 
realize the full potential of their 
technology investments. Their staff 
of IT professionals keeps up with the 
latest technologies and certifications 
so they can offer everything a fully 
staffed, in-house technical support 
department provides.

In addition to reliable, responsive 
service, they offer this guarantee: 
“Our goal is zero downtime. If 
something does go wrong, we’ll 
have a technician on site in less 
than an hour, guaranteed. And 
even if your server dies completely, 
we can have you up and running 
again in short order thanks to our 
emergency backup virtual servers.”

You can contact them at  
www.sncsquared.com.

8 | ® 2012 StorageCraft. All rights reserved.

REMEMBER THE RECOVERY

John Motazedi is CEO of SNC Squared Technology Group, a 
managed services provider in Joplin, Missouri. 

His office was destroyed by an EF5 tornado in May 2011, 
but his business was not. In fact, just five business hours 
after the tornado hit, SNC Squared was up and running. 
Within	72	business	hours,	100%	of	his	customers’	data	had	
been restored.

And a detailed disaster recovery plan made it all possible. 

According to John, the scene following the tornado was 
one of utter chaos:

It’s impossible to stay focused on only four hours of 
sleep. For the first six weeks after the tornado, we’d 
work from 5 in the morning until 1 a.m. the next 
day  —literally non-stop.

Now he tells his customers and colleagues to make a BDR 
plan, communicate the plan, and test the plan. 

You can’t come up with the perfect 
plan the first time. You can’t plan 
for all possible scenarios. When it 
all came tumbling down, I could 
only count on what I had already 
done. You have to have a plan.

Most plans include backups for 
software and hardware, but backups 
for people and processes should also 
be included. 

What if you lose your bookkeeper? Does anyone else 
have the bank codes and passwords? What if you lose 
your	admin?	Who	else	has	the	extra	key	to	the	P.O.	
box? Who knows about billing and receipts, and where 
they are stored? What happens if your senior engineer 
dies, and he’s the only one who knows all the software 
codes and passwords? Insure your key people and 
“back up” their knowledge and processes.



9 | ® 2012 StorageCraft. All rights reserved.9 | ® 2012 StorageCraft. All rights reserved.

FOCUS ON FAST

A recent study by Aberdeen Group found the average cost-
per-hour of downtime has increased from $97,850 in June 
2010 to $138,000 in February 2012, more than 38%. 

The total hourly cost of downtime is most likely a 
combination of lost sales, lost employee productivity, lost 
data,	and	lost	customer	confidence/satisfaction.

Why is it important to know your company’s hourly cost of 
downtime? According to Aberdeen, 

Until the organization understands the size and scope 
of any potential impact, it cannot define an appropriate 
disaster recovery plan. 

From the hourly cost, you can extrapolate the annual cost 
of downtime and more accurately justify investments in 
new backup and disaster recovery tools and resources.

Here’s the Aberdeen formula for calculating the yearly 
impact of downtime on your company:

#	of	downtime	events	X	average	length	in	hours	X	cost	
per hour of downtime = yearly downtime cost

(For more information on these Aberdeen stats and quotes, 
visit http://blogs.aberdeen.com/it-infrastructure/four-steps-
to-setting-the-right-budget-for-downtime-prevention/)

Due to the high costs of downtime, rapid recovery must 
be the focus of your backup and disaster recovery plan. To 
recover quickly, Joe, Teresa, and John recommend these 
disaster resilient technologies for your business:

•	 Cloud	computing/hosted	applications
•	 Cloud	backup	services
•	 Virtual	servers	and	desktops
•	 Hosted	telephone	service
•	 Hosted	fax	service
•	 Mobile/wireless	Internet	connectivity
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LOOK BEYOND YOUR TECHNOLOGY

In addition to technology services, your business should plan 
for other service outages. 

As such, the ITDRC has used their experience to compile a 
typical recovery timeline to help you know what to expect 
after a natural disaster (see figure 3).

Lastly, John suggests joining an accountability group to 
help you recover in case of disaster. 

I’m in the Heartland Technology Group (visit them 
at www.heartlandtechnologygroup.com/), a group 
of service providers and value-added resellers who 
got together in a non-competitive way. If something 
happens, they’ll come and help. 

Within minutes of me posting “Tornado hits” on 
Facebook, one of my accountability guys in Arkansas 
called me. He packed up tools, food, water, blankets, 
and shovels in his SUV and drove to Joplin.

Figure 3: ITDRC recovery timeline

Plan to do without this For this amount of time

Shelter Disaster shelters will open within 8 hours

Food Hot meals should be available within 12 hours

Cell phone service Cell service may be down for 12 to 72 hours

Electricity Electricity may be down for 1 to 2 weeks

Land line telephone service Land lines may be down for several weeks

Internet service Land lines may be down for several weeks



ADDITIONAL PLANNING 
RESOURCES
For backup and disaster planning 
templates and other free resources, 
visit the Information Technology 
Disaster Resource Center website: 
www.itdrc.org

For disaster planning tips 
from the U.S. Small Business 
Administration, visit  
www.preparemybusiness.org

For emergency planning tips for 
businesses, visit www.ready.gov/
business

For disaster recovery tips 
from Tech Target, visit www.
searchdisasterrecovery.com

For safety and preparedness tips 
from the Insurance Institute for 
Business & Home Safety, visit  
www.disastersafety.org
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START TODAY

According to Joe, Teresa, and John, any kind of backup and 
disaster recovery plan, even paper and pencil, is better than 
no plan.

Here are five steps you can take today to start protecting 
your business data:

•	 Back	up	your	most	critical	data	offsite,	even	to	a	thumb	
drive and take it home.

•	 Copy	your	critical	recovery	files	to	a	cloud	storage	such	
as Box, Dropbox, or Google Drive.

•	 Set	up	automatic	backup	of	your	bookkeeper’s	PC.
•	 Scan	all	important	documents—insurance	policies,	

client contracts, supplier contracts, etc.—and store them 
on a DVD.

•	 Put	together	a	disaster	recovery	kit.	The	U.S.	Small	
Business Administration recommends that a kit 
include:

 —Insurance policies
 —Fixed asset inventory
 —Contracts
 —Employee contact information
 —Software installation disks
 —Software licensing keys
 —Hardware serial numbers
 —Essential office supplies such as company letterhead
 —Emergency items such as water, first aid kit,   

	 flashlights	and	batteries,	blankets,	matches
 —Tools such as pliers, wrenches, screwdrivers and  

 duct tape
This list of suggestions for a kit is not exhaustive, of course, 
so be sure to plan for your specific needs.
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THINK ABOUT IT

If you distill the advice given by Joe, Teresa, and John about 
how to develop your own disaster recovery plan, it rests on 
one key step: you have to think about it.

Disaster recovery doesn’t come out of the blue. You need to 
take the time to actually plan, to think about your business 
and the possible threats to its operation.

It’s hard to tear yourself away from other tasks that may 
seem more important on the surface, but as Joe, Teresa, 
and John can attest, when the disaster strikes, nothing is as 
important to your business as your plan. 

But developing your plan doesn’t need to be a chore and 
it doesn’t need to get in the way. Take your time, divvy up 
reponsibilities, and keep asking those crucial questions. 

Remember, any plan is better than no plan, so even if you 
start today and disaster strikes tomorrow, you’ll be one step 
ahead, which means you’ll recover that much faster.

And there’s nothing wrong with that.
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ABOUT STORAGECRAFT

At StorageCraft®, the goal of complete business continuity 
drives everything we do. Our flagship, StorageCraft 
ShadowProtect®, is a full-featured, best-in-class BDR solution 
that is both fast and reliable.

Imagine a backup solution that takes full, differential, and 
incremental images of your disks, including not only your 
data, but your OS and applications too. 

•	 Perform	complete,	bare-metal	restores	every	time.	Our	
Hardware Independent Restore technology restores to 
any machine.  

•	 Access	files	at	a	specific	point	in	time	and	recover	data	
on a granular level. 

•	 Boot	your	ShadowProtect	images	as	virtual	machines	
(VMs) with VirtualBoot. 

•	 Manage	multiple	instances	of	ShadowProtect	across	
multiple environments.

MAKING THE MOST OF BACKUP
We also have a growing array of tools that unlock the full 
potential	of	your	ShadowProtect	images.

StorageCraft ShadowControlTM ImageManager is a full-
featured	companion	to	ShadowProtect	that	lets	you	make	

the most of your backup 
images. It includes the 
following features:

•	 HeadStart	Restore®	leverages	
your	ShadowProtect	images	
before a disaster by pre-
staging them as a VM, so 
recovery can happen in 
mere minutes.

•	 ShadowStreamTM is an 
alternative file transfer 
technology that offers speeds up to 5 times faster than 
FTP	and	does	not	require	separate	hardware.

•	 intelligentFTPTM	transforms	traditional	FTP	into	a	
BDR-friendly transfer solution by offering automatic 
network replication with greater control over what, 
how, and when you replicate.

•	 ShadowControl	ImageManager	also	offers	other	
powerful business continuity features such as 
consolidation, verification, retention, and notification.

We	also	offer	ShadowProtect	Granular	Recovery	for	
Exchange to give you complete, granular access to images 
of your Exchange servers. 

CONTACT US
StorageCraft Technology 
Corporation

11850 South Election Road,  
Suite 100 
Draper, Utah 84020 USA

Phone:	801.545.4700					 
Fax:	801.545.4705

www.storagecraft.com

contactus@storagecraft.com


